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WHAT IS A BOTNET?

The term bot is short for robot.
Criminals distribute malicious software
(also known as malware) that can turn
your computer into a bot (also known as
a zombie). When this occurs, your
computer can perform automated tasks
over the Internet, without you knowing it.

Criminals typically use bots to infect
large numbers of computers. These
computers form a network, or a botnet.

Criminals use botnets to send out
spam email messages, spread viruses,
attack computers and servers, and
commit other kinds of crime and fraud. If
your computer becomes part of a botnet,
your computer might slow down and you
might inadvertently be helping criminals.

ZOMBIE ARMY

A botnet (also known as a zombie
army) is a number of Internet computers
that, although their owners are unaware
of it, have been set up to forward
transmissions (including spam or viruses)
to other computers on the Internet. Any
such computer is referred to as a zombie
- in effect, a computer "robot" or "bot" that
serves the wishes of some master spam
or virus originator. Most computers
compromised in this way are home-
based. According to a report from
Russian-based Kaspersky Labs, botnets
-- not spam, viruses, or worms --
currently pose the biggest threat to the
Internet. A report from Symantec came to
a similar conclusion.

[3]
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Computers that are co opted to
serve in a zombie army are often those
whose owners fail to provide effective
firewalls and other safeguards. An
increasing number of home users have
high speed connections for computers
that may be inadequately protected. A
zombie or bot is often created through an
Internet port that has been left open and
through which a small Trojan horse
program can be left for future activation.

5ol 2

TOP 5 BIGGEST BOTNETS

1. RustToOCK (GENERATING 43% OF
ALL SPAM)

The current king of spam, its
malware employs a kernel-mode rootkit,
inserts random text into spam and is
capable of TLS encryption. Concentrates
solely on pharmaceutical spam.
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2. MEGA-D (10.2%)

A long-running botnet that has had
its ups and downs, owing to the attention
it attracts from researchers. Concentrates
mostly on pharmaceutical spam.

3. FEsSTI (8%)

A newer spambot that employs a
kernel mode rootkit and is often installed
alongside Pushdo on the same host.

4. PusHDO (6.3%)

A multi-faceted botnet or botnets,
with many different types of campaigns.
A major distributor of malware
downloaders and blended threat emails,
but also sends pharma, replica, diploma
and other types of spam.

5. GRUM (6.3%)

Also employs a kernel-level rootkit.
A wide range of spamming templates
changes often, served up by multiple web
servers. Mostly pharma spam.

[4]
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THE FUTURE OF BOTNETS

A lot of people in the security
industry are paid to think like attackers:
pen testers, security consultants,
software security experts. But some of

these people have never met an actual
black hat, so much of their work is
necessarily based on what they think
attackers might do in a given situation.
Considering the stakes in today's security
game, gleaning intelligence from
professional attackers is an invaluable
experience for researchers on the other
side of the ball. Robert Hansen, a
security researcher and CEO of
SecTheory, has been doing just that in
recent months, having a series of off-the-
record conversations with spammers and
malicious hackers in an effort to gain
insight into their tactics, mindset and
motivation. He’s not the type to hack
randomly, he’s only interested in targeted
attacks with big payouts. Sure, if you
really work at it for days or weeks you'll
get in, almost always, but it’'s not like it
used to be where you’d just run a handful
of basic tests and you were guaranteed
to break in. The risk is that now when he
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sends his mules to go cash out, there’s a
chance they’ll get nailed. Well, the more |
thought about it the more | thought that
this is a very solvable problem for bad
guys. There are already other types of
bad guys who do things like spam, steal
credentials and DDoS.

For that to work they need a botnet
with thousands or millions of machines.
The chances of a million machine botnet
having compromised at least one
machine within a target of interest is
relatively high.

Hansen's solution to the hacker's
problem provides a glimpse into a
busines model we might see in the not-
too-distant future. It's an evolutionary
version of the botnet-for-hire or malware-
as-a-service model that's taken off in
recent years. In Hansen's model, an
attacker looking to infiltrate a specific
network would not spend weeks throwing
resources against machines in that

[5]
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network, looking for a weak spot and
potentially raising the suspicion of the
company's security team.

Instead, he would contact a
botmaster and give him a laundry list of
the machines or IP addresses he's
interested in compromising.

If the botmaster already has his
hooks into the network, the customer
could then buy access directly into the
network rather than spending his own
time and resources trying to get in.

This model makes sense on a
number of levels and may well have been
implemented already. The value of a
large botnet for executing DDoS attacks
or extracting valuable data from the
compromised machines could be
multiplied hundreds or thousands of
times using this model.
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Ethernet is a family of computer
networking technologies for local area
networks (LANs). Ethernet was
commercially introduced in 1980 and
standardized in 1985 as IEEE 802.3.
Ethernet has largely replaced competing
wired LAN technologies.The Ethernet
standards comprise several wiring and
signaling variants of the OSI physical
layer in use with Ethernet. The original
10BASES Ethernet used coaxial cable as
a shared medium. Later the coaxial
cables were replaced by twisted pair and
fiber optic links in conjunction with hubs
or switches. Data rates were periodically
increased from the original 10 megabits
per second, to 100 gigabits per second.

HISTORY

Ethernet was developed at Xerox

PARC between 1973 and 1974. It was
inspired by ALOHAnet, which Robert
Metcalfe had studied as part of his PhD
dissertation. The idea was first
documented in a memo that Metcalfe
wrote on May 22, 1973. In 1975, Xerox
filed a patent application listing Metcalfe,
David Boggs, Chuck Thacker and Butler
Lampson as inventors. In 1976, after the
system was deployed at PARC, Metcalfe
and Boggs published a seminal paper.

STANDARDIZATION

In February 1980, the Institute of

Electrical and Electronics Engineers
(IEEE) started project 802 to standardize
local area networks (LAN). The "DIX-
group" with Gary Robinson (DEC), Phil
Arts (Intel), and Bob Prints (Xerox)
submitted the so-called "Blue Book"
CSMA/CD specification as a candidate

=1 H=R

for the LAN specification. In addition to
CSMA/CD, Token Ring (supported by
IBM) and Token Bus (selected and
henceforward supported by General
Motors) were also considered as
candidates for a LAN standard.
Competing proposals and broad interest
in the initiative led to strong
disagreement over which technology to
standardize.

EvoLuTION

Ethernet evolved to include higher

bandwidth, improved media access
control methods, and different physical
media. The coaxial cable was replaced
with point-to-point links connected by
Ethernet repeaters or switches to reduce
installation costs, increase reliability, and
improve management and
troubleshooting. Many variants of
Ethernet remain in common use.

Shared media

Repeaters and hub
Bridging and switching

Advanced networking
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VARIETIES OF ETHERNET

The Ethernet physical layer evolved
over a considerable time span and
encompasses coaxial, twisted pair and
fiber optic physical media interfaces and
speeds from 10 Mbit to 100 Gbit. The
most common forms used are 10BASE-T,
100BASE-TX, and 1000BASE-T.

All three utilize twisted pair cables
and 8P8C modular connectors. They run
at 10 Mbit/s, 100 Mbit/s, and 1 Gbit/s,
respectively. Fiber optic variants of
Ethernet offer high performance,
electrical isolation and distance (tens of
kilometers with some versions). In
general, network protocol stack software
will work similarly on all varieties.

=4

ETHERNET FRAMES

A data packet on the wire is called
a frame. A frame begins with preamble
and start frame delimiter, followed by an
Ethernet header featuring source and
destination MAC addresses.

The middle section of the frame
consists of payload data including any
headers for other protocols (e.g., Internet

=1 H=R

Protocol) carried in the frame. The frame
ends with a 32-bit cyclic redundancy
check, which is used to detect corruption
of data in transit.
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Malware, short for malicious (or
malevolent) software, is software used
or created by attackers to disrupt
computer operation, gather sensitive
information, or gain access to private
computer systems. It can appear in the
form of code, scripts, active content, and
other software. 'Malware' is a general
term used to refer to a variety of forms of
hostile or intrusive software.

Malware includes computer
viruses, worms, trojan horses, spyware,
adware, and other malicious programs. In
law, malware is sometimes known as a
computer contaminant, as in the legal
codes of several U.S. states. Malware is
not the same as defective software,
which is software that has a legitimate
purpose but contains harmful bugs that
were not corrected before release.
However, some malware is disguised as
genuine software, and may come from an
official company website. An example of
this is software used for harmless
purposes that is packed with additional
tracking software that gathers marketing
statistics.

Malware has caused the rise in use
of protective software types such as anti
virurs, anti-malware, and firewalls. Each
of these are commonly used by personal
users and corporate networks in order to

History of viruses and worms

Before Internet access became
widespread, viruses spread on personal
computers by infecting the executable
boot sectors of floppy disks. By inserting
a copy of itself into the machine code
instructions in these executables, a virus
causes itself to be run whenever a

[8]
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program is run or the disk is booted.
Early computer viruses were written for
the Apple Il and Macintosh, but they
became more widespread with the
dominance of the IBM PC and MS-DrOS
system. Executable-infecting viruses are
dependent on users exchanging software
or boot-able floppies, so they spread
rapidly in computer hobbyist circles

Purposes

Many early infectious programs,
including the first Internet Worm, were
written as experiments or pranks. Today,
malware is used primarily to steal
sensitive personal, financial, or business
information for the benefit of others.

Bachdoor  spuuare 0 08%

dware 21 89%
dware 2 2744 _Others 1,18%

Noms 7T \

Viuses 16 82% | |
 TroJan horses
69 99%

Malvware by categories March 16,2011

Malware is sometimes used
broadly against government or corporate
websites to gather guarded information,
or to disrupt their operation in general.
However, malware is often used against
individuals to gain personal information
such as social security numbers, bank or
credit card numbers, and so on. Left un-
guarded, personal and networked
computers can be at considerable risk
against these threats. (These are most
frequently counter-acted by various types
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of firewalls, anti virus software, and
network hardware).

Since the rise of widespread
broadband Internet access, malicious
software has more frequently been
designed for profit. Since 2003, the
majority of widespread viruses and
worms have been designed to take
control of users' computers for black-
market exploitation. Infected "zombie
computers" are used to send email spam,
to host contraband data such as child
pornography, or to engage in distributed
denial-of-service attacks as a form of
extortion.

Vulnerability to malware
Use of the same operating system

An oft-cited cause of vulnerability of
networks is consistent use of the same
operating system. For example, Microsoft
Windows or Mac OS X have such a large
share of the market that concentrating on
either could enable an exploited
vulnerability to subvert a large number of
systems.

Instead, introducing diversity,
purely for the sake of robustness, could
increase short-term costs for training and
maintenance. However, having a few
diverse nodes would deter total shutdown
of the network, and allow those nodes to
help with recovery of the infected nodes.
Such separate, functional redundancy
could avoid the cost of a total shutdown.

Anti-malware strategies
Website security scans

As malware also harms the
compromised websites (by breaking
reputation, blacklisting in search engines,

[9]
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etc.), some websites offer vulnerability
scanning. Such scans check the website,
detect malware, may note outdated
software, and may report known security
issues.

Security status

£ s o

B oo B :

G s [Altomatic updates v
@\edjedscers o
EMprohect‘»m o
k) Se

Eliminating over-privileged code

Over-privileged code dates from
the time when most programs were either
delivered with a computer or written in-
house, and repairing it would at a stroke
render most antivirus software
almostredundant. It would, however,
have appreciable consequences for the
user interface and system management.

The system would have to maintain
privilege profiles, and know which to
apply for each user and program. In the
case of newly installed software, an
administrator would need to set up
default profiles for the new code.
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Racetrack memory (or domain-wall
memory (DWM)) is an experimental non-
volatile memory device under
development at IBM's Almaden Research
Center by a team led by Stuart Parkin. In
early 2008, a 3-bit version was
successfully demonstrated. If it is
developed successfully, racetrack would
offer storage density higher than
comparable solid-state memory devices
like flash memory and similar to
conventional disk drives, and also have
much higher read/write performance. It is
one of a number of new technologies
trying to become a universal memory in
the future.

Description

Racetrack memory uses a spin-
coherent electric current to move
magnetic domains along a nanoscopic
permalloyr wire about 200 nm across
and 100 nm thick. As current is passed
through the wire, the domains pass by
magnetic read/write heads positioned
near the wire, which alter the domains to
record patterns of bits. A racetrack
memory device is made up of many such
wires and read/write elements. In general
operational concept, racetrack memory is
similar to the earlier bubble memory of
the 1960s and 1970s. Delay line memory,
such as mercury delay lines of the 1940s
and 1950s are a still earlier form of
similar technology, as used in the
UNIVAC and EDSAC computers. Like
bubble memory, racetrack memory uses
electrical currents to "push" a magnetic
pattern through a substrate. Dramatic
improvements in magnetic detection
capabilities, based on the development of
spintronic magnetoresistive-sensing

[10]
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materials and devices, allow the use of
much smaller magnetic domains to
provide far higher bit densities.
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Principle Racetrack Memory

In production, it is expected that the
wires can be scaled down to around 50
nm. There are two ways to arrange
racetrack memory. The simplest is a
series of flat wires arranged in a grid with
read and write heads arranged nearby. A
more widely studied arrangement uses
U-shaped wires arranged vertically over
a grid of read/write heads on an
underlying substrate.
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This allows the wires to be much
longer without increasing its 2D area,
although the need to move individual
domains further along the wires before
they reach the read/write heads results in
slower random access times.

This does not present a real
performance bottleneck; both
arrangements offer about the same
throughput. Thus the primary concern in
terms of construction is practical; whether
or not the 3D vertical arrangement is
feasible to mass produce.

.....

Comparison to other memory
devices

Current projections suggest that
racetrack memory will offer performance
on the order of 20-32 ns to read or write
a random bit.

This compares to about 10,000,000
ns for a hard drive, or 20-30 ns for
conventional DRAM. The authors of the
primary work also discuss ways to
improve the access times with the use of
a "reservoir," improving to about 9.5 ns.

Aggregate throughput, with or
without the reservoir, is on the order of

[11]
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250-670 Mbit/s for racetrack memory,
compared to 12800 Mbit/s for a single
DDR3 DRAM, 1000 Mbit/s for high-
performance hard drives, and much
slower performance on the order of 30 to
100 Mbit/s for flash memory devices.

The only current technology that
offers a clear latency benefit over
racetrack memory is SRAM, on the order
of 0.2 ns, but is more expensive and has
a feature size of about 45 nm currently
with a cell area of about 140 F

Flash memory, in particular, is a
highly asymmetrical device. Although
read performance is fairly fast, especially
compared to a hard drive, writing is much
slower. Flash memory works by
"trapping" electrons in the chip surface,
and requires a burst of high voltage to
remove this charge and reset the cell.

In order to do this, charge is
accumulated in a device known as a
charge pump, which takes a relatively
long time to charge up. In the case of
NOR flash memory, which allows random
bit-wise access like racetrack memory,
read times are on the order of 70 ns,
while write times are much slower, about
2,500 ns.

Racetrack Memory
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Blazer is a web browser available
for Palm handhelds running Palm OS 3.1
or higher with 8MB of free memory
available.

The original version of Blazer was
developed by Bluelark Systems and was
released in November 2000. Bluelark
Systems was acquired by Handspring a
month later, in December 2000. Version
1.0 supported HTML, WAP, and the
markup language used in i-Mode.

Version history
Blazer 1

Blazer 1 was released in November
2000, and differentiated itself from other
PalmOS web browsers at the time by its
fast performance, progressive rendering,
and support of WAP and i-Mode in
addition to HTML. It utilized a proxy
server which provided transcoding and
image conversion optimized for small,
underpowered handheld devices. Blazer
1 was available for free download.

Blazer 2

Blazer 2 was released in early
2002. Blazer 2 added the ability to use
proxy servers, SSL, 16 bit color, and an
improved user interface. Blazer 2 was
available both as product bundled with
the Treo 180, and as a paid download.

As of September 22, 2005, all
copies of Blazer 1 and 2 were rendered
inoperable as the proxy server for these
browsers was taken offline by Palm.

[12]
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Blazer 3

Blazer 3 was a significant upgrade
in the series. Palm, Inc. dumped the
original code for Blazer and started fresh
with the NetFront Browser Engine (most
notably used in the Sony Clie) as the
core of the Blazer browser. It is bundled
with Treo 600.
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Blazer 4

Next came Palm Blazer 4.0/4.1. It
is currently bundled with the Tungsten
E2, the Tungsten T5, and the Treo 650
and 680. New Features included faster
loading, an improved Ul, VPN with an
extra plugin, the saving of image and
HTML files to a memory card or the
device, homepages, bookmarks, and the
ability to start on your last viewed page.
Blazer 4 also features support for web
standards including HTML 4.01, XHTML
1.0, WML 1.3, SSL 3.0, cHTML,
JavaScript 1.5, CSS 1.0 and 2.0 (partial),
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GIF (both still and animated, along with
transparency), JPEG, PNG, BMP and
Cookies. The use of some advanced
features may cause the browser to crash
if it is not in Wide Page Mode.

Soon after, Blazer 4.3 browser
came available on the Treo 650, TX and
LifeDrive. The most significant addition to
4.3 is the fast mode option, which
removes images and/or disables
cascading style sheets.

Streaming video

Video is streamed via the Kinoma
Video Player. It supports many formats,
including Windows Media.

At this time, Blazer does not
support Adobe Flash Player - meaning
you cannot view popular videos on sites
such as ESPN or YouTube. This issue
has never been addressed by Palm. A
relatively small number of phones have
the ability to use Flash.

The new Centro has demonstrated
the ability to play YouTube videos on its
browser using a high speed internet
connection. This is demonstrated on the
mobile version of You Tube which does
not use Flash Technology.

Previous Palm phones with the
current version of Blazer can also play
these videos. This is the same version of
YouTube accessed by the application of
the same name on the Apple iPhone

Kinoma has released an upgrade to
the Video Player, which can be
purchased for many Palm phones, that

[13]
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has support for Flash Video, but is not
part of the Blazer web browser itself.

¢ Download started

Download Queue History

Act.rar

rapidshare.com

19 seconds

54

132.2 KB/s

2.80 MB/5.18 MB

Pause Download

The videos must be searched for
via the Kinoma media guide. This guide
acts as a browser for many popular video
sites, like You Tube and Google Video.
Many Palm users can get a discount on
this upgrade.
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MICROSOFT WORD SHORTCUT KEYS

Ctrl + A
Ctrl + B
Ctrl + C
Ctrl + X

Select all contents of the page.
Bold highlighted selection.
»Copy selected text.

Cut selected text.

Ctrl +P
Ctrl + F
Ctrl + |

Open the print window.
Open find box.
Italic highlighted selection.

Ctrl + K
Ctrl + U

Insert link.
Underline highlighted selection.

Ctrl+V
Ctrl+ Y

Paste.

tRepeat the last action performed.

Ctrl + Z
Ctrl + L

Ctrl + E

Ctrl + R

Ctrl+ M

'Undo last action.
Aligns the line or selected text to
the left of the screen.

Aligns the line or selected text to
the center of the screen.

'Aligns the line or selected text to
the right of the screen.

Tlndent the paragraph.

Ctrl + Shift

+ F

Ctrl + Shift

+ >

Change the font.

Increase selected font +1.
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